CAREER: Composable Programming Abstractions for Secure

Distributed Computing and Blockchain Applications

Challenge:

e Blockchain applications
require complex crypto
including MPC and ZKP

Scientific Impact:

e Difficult to analyze,

X High level application
scaling approaches

rogram (smart contract
program (sma C(}vac)

Y

Ideal World Specification

(sharding) are not yet
applicable

“Sharded MPC” Architecture
(Real World Implementation)

~. MPC Shards for

Improved protocols for
robust asynchronous
secret sharing and key
generation (NDSS 2022,
IEEE S&P 2022)

e Publicly auditable
MPC+ZKP (IEEE S&B
workshop 2022)

mostly Independent
sub tasks

Solution:
e New protocol architecture:
Robust sharded MPC

e Integration of UC framework

5 . jisclosure
policies

Broader Impact and
Broader Participation:
*  Motivating application:

Design of new robust
asynchronous protocols for
specialized tasks

within blockchain software
development tools

e Improving robust protocols
through batching, refreshing
between MPC committeess
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Decentralized Exchange
TTP via blockchain industry

* Developed graduate course

on ldeal Functionality for
secure protocol design
Developed free MOOC on

Decentralized Finance
(DeFi)



